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Survey on generalized safety and security technology
for system on wafer

LI Peijie, GUO Wei, SHEN lJianliang, CAO Zhipeng, MEI Bo
Information Engineering University, Zhengzhou 450001, China

Abstract: With the failure of Moore's law in integrated circuits, the technical and physical form of information sys-
tems was expected to evolve from integrated chip (IC) to integrated system (IS). Compared to 2D/2.5D/3D IC, sys-
tem on wafer (SoW), as one of the IS, was characterized by both the logic structures of system on chip (SoC) and the
microsystem structures for 2.5D/3D heterogeneous IC, as well as the macrosystem structures for complex applica-
tions. The existing 2D/2.5D/3D IC chip-level security technologies were found to be insufficient in addressing the
proposed generalized safety and security (GSS) problems, which included functional safety, information security,
and cyberspace security. Firstly, the security problems of 2D/2.5D/3D IC were analyzed, and the shortcomings of the
existing security technologies were identified with the transition from IC to IS. Then, the causes of GSS problems and
the associated challenges were analyzed. A GSS threat model for SoW was proposed for the first time by integrating
the SoW with the cyberspace endogenous safety and security theory. Additionally, the research progress of GSS tech-

Wﬁﬂ%-mmm&m;%@ﬁ%:mmqpm
BIE1EE: 207, lipeijie@csivo.com
HEH: EXREA AT (2022YFB4401401, 2023YFB4404202)
Foundation Item: The National Key R&D Program of China (2022YFB4401401,2023YFB4404202)

SImME: 2, M, IR, 55, f ERG UNREL BRI TSR], M4 515 B % A4k, 2025, 11(1): 1-19.
Citation Format: LI P J, GUO W, SHEN J L, et al. Survey on generalized safety and security technology for system on wafer[J].
Chinese Journal of Network and Information Security, 2025, 11(1): 1-19.



e WZs 515 B i

118

nology was summarized. Finally, three development trends of GSS technology for SoW were outlined.

Keywords: hardware trojan, generalized safety and security, dynamic heterogeneous redundancy, system on wafer,

heterogeneous integration
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Figure 2 2D IC security threat model
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